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Abstract 
   Medium Access Control (MAC) protocol provides a fair access to the wireless channel through a distributed algorithm called 
the binary exponential back-off. The share nature of the channel makes networks vulnerable to several attacks like the MAC 
layer misbehavior. The MAC layer misbehavior can be considered as a denial of service attack, through modifications in the 
backoff algorithm. Indeed, greedy nodes try to enhance their throughput by choosing a small waiting time at the expanse of 
honest nodes. A single detection mechanism is inadequate against this type of attack; hence a reaction scheme is needful. In this 
paper we propose a novel reaction scheme against the MAC layer misbehavior, with a minimum of changes to the IEEE 802.11 
protocol. Our reaction is in the form of an iterative and cooperative game played by different honest nodes, those who respect the 
protocol. We also propose a variant of our reaction scheme based on the polynomial regression, in order to reduce the reaction 
delay. The performance validation of the so called reaction was done with NS2 simulator. The reaction method that we propose 
tends to align with the cheater node while keeping the fair aspect of the IEEE802.11 standard. 
© 2016 The Authors. Published by Elsevier B.V. 
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1. Introduction 
   Medium Access Control (MAC) protocol1 involves a distributed mechanism for sharing the wireless channel. 
Indeed, stations are forced to follow the binary exponential back-off in order to ensure a fair access to the medium. 
Consequently, stations gain an equitable throughput. This share nature of the wireless medium makes the network 
vulnerable to several attacks, among which are the greedy nodes. Greedy nodes reduce their back-off timer; 
therefore they enhance their throughput to the detriment of other honest nodes respecting the protocol rules. This 
behavior cheating can have various kinds, for instance, selecting a fixed contention window, fixing the maximum 
contention window, setting a deterministic back-off timer2. 
Selfish or greedy nodes can lead to the performance degradation of the network. In fact, this MAC layer 
misbehavior assigns a great throughput and small inter-packet times to greedy nodes, and contrary to other honest 
nodes3. From where, a detection mechanism is necessary to pick out the MAC layer misbehavior. 
Several approaches have been proposed in the literature research toward the detection of the MAC layer 
misbehavior in mobile ad hoc networks, among these strategies, a recent method based4 on the statistical process 
control has been proposed, which is widely used in industrial environment to the quality control. This approach uses 
control charts where tolerance limits are calculated in the absence of attacks. The detection scheme related to the 
statistical process control operates in real time. 
The rest of the paper is organized as follow. A presentation of some papers related to the reaction against the MAC 
layer misbehavior is given in the second section. Our proposed reaction scheme is outlined in the third section as 
well as a validation with NS2 simulator. The fourth section is dedicated to present a variant of our proposed reaction 
scheme using the polynomial regression. Finally, we conclude in the fifth section our contribution and we will give 
our perspectives in the future work. 
2. Literature review 
   Several papers have discussed the subject of the reaction against the MAC layer misbehavior attack. Authors in5 
provided a proposal of a resilient MAC protocol using the concept of game theory in order to resolve the problem of 
misbehaving at the MAC layer. They tried to model the Distributed Coordination Function (DCF) as a dynamic 
game and suggested to implement an adaptive game module integrated to the basic MAC layer, which can form the 
resilient MAC layer. A resilient system should be able to adapt to internal and external challenges. That is changing 
its operating modes but keeping its fundamental objectives of its roles. This work assumed that the network 
composed by rational nodes in which they tried to maximize their payoff alone. In this paper, authors did not 
demonstrate this contribution though simulation or experimentation. 
The work6 provided modifications to the MAC protocol in order to use a deterministic back-off interval. This 
proposed back-off procedure lead to monitoring the network in order to detect misbehaving nodes. In fact the base 
station in this proposal tries to updating a counter of the idle slots of the channel, and then decides that a node is a 
greedy one if the value of the counter is higher than an expected amount of time. The second part of this paper is 
dedicated to a correction scheme to penalize greedy nodes. Authors proved the effectiveness of their correction 
scheme through NS2 simulation. The proposed contribution of this paper provides many modifications to the MAC 
protocol which can be seen as a drawback. 
An extension of this work was presented by authors in7 with the aim of analyzing the network performance in terms 
of several metrics. The same methodology was specified which consist of modifications to the IEEE 802.11 protocol 
to pick out the presence of selfish nodes and also to presenting a correction scheme in order to penalize this type of 
attackers. Simulations results showed that this strategy of detection/reaction is successful to counter this kind of 
misbehaviors. The main contribution of this paper is to identify the misbehavior sender at the receiver in a very short 
time. 
Another work8 consists of monitoring senders by the receiver to detect senders misbehaving. This act assumes the 
receiver is an honest station. This approach used a new back-off algorithm provided by the receiver and transmitted 
to the sender in the Clear to Send (CTS) packet and acknowledgment (ACK) packet. The proposed scheme may also 
detect deviation from the IEEE 802.11 protocol and handle the misbehavior. Therefore, the novel back-off 
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procedure assigns a larger waiting time in order to reduce their throughput. As in previous methods, strong 
modifications of the IEEE 802.11 standard remain as a disadvantage. 
Authors in9 proposed a new protocol called RT-hash to discourage misbehaviors at the MAC layer. The assignment 
of a contention is based on a public hash function of the channel feedback. Simulations experiments of this proposed 
protocol showed its effectiveness against greedy behaviors. 
The paper10 studied the problem of the MAC layer misbehavior with a game theory approach. The suggested 
solution tried to improving the quality of service for honest nodes and punishing greedy nodes by decreasing their 
throughput in proportion to the degree of misbehavior. Simulation results showed that penalty serves to increase the 
throughput of honest nodes in the case of their cooperation. This work proposed too much modification in standards 
in comparison to our reaction scheme. 
3. Proposed reaction scheme 
The basic idea of our work, is that for a greedy station which tent to maximize its throughput, this last is a 
decreasing function of the estimated contention window as demonstrated in11. Consequently, honest stations in order 
to avoid the MAC layer misbehavior, must cooperate simultaneously, insofar as they must reduce step by step their 
contention window parameters until their throughput exceed that of the greedy node. This reaction strategy is 
summarized in the flowchart of the figure 1 (a). In which, the honest node always compares its throughput Th with 
that of the greedy node Tg (we notice that Th and Tg are measured by the receiving node), if it exceeds it, it 
continues the transmission without reaction; otherwise it decreased the minimum and maximum of its contention 
window (CWmin and CWmax). We can assimilate our reaction to a cooperative, simultaneous and iterative game 
played by all honest nodes in which the game achieves its equilibrium in exceeding the greedy throughput. 
 
a 
 
b 
 
 
Fig.1. (a) Flowchart of the reaction scheme; (b) Flowchart of the reaction scheme with the polynomial regression 
 
   We tested our reaction strategy with the NS2 simulator12 with parameters shown in table 1. We simulate a small 
network of four nodes in total, with a receiving node (Node 0) and three transmitting nodes (node 1, node 2, node 3) 
whose Node 3 is the greedy. All nodes in the network follow the Random Way Point13 as a mobility model. The 
figure 2 (a) shows the impact of the greedy node in the absence of our reaction scheme. The effect of Node 3 
consists of increasing its throughput at the expense of other honest nodes. 
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In the second simulation scenario, we kept the same parameterization of the network but on the other hand we 
activated our proposed reaction scheme. The figure 2 (b) shows that our strategy attenuated the effect of the greedy 
node in order to align all nodes on the same size in terms of throughput. Consequently, it keeps the fair aspect of the 
IEEE 802.11 protocol. 
The only downside of our strategy is the reaction time to achieve the game equilibrium, which consists of 
exceeding the greedy throughput. Therefore, to reduce this reaction delay, we propose in the next section a hybrid 
reaction by introducing the polynomial regression to empirical curves of the throughput according to the contention 
window. 
Table 1 Simulation parameters 
Parameters Values 
Version of the simulator ns-2.34 
Trace file processing language Perl 
Transmission rate (Mb/s) 2 
MAC layer 802.11 
Physical layer Direct Sequence Spread Spectrum 
Simulation surface (m) 500x500 
Transmission range (m) 250 
Radio propagation model Shadowing 
Traffic generator CBR Constant bit rate 
Simulation time (s) 600 
Packet size (byte) 1000 
Routing protocol AODV 
Node speed (m/s)  Randomly selected between 0 and 15 
Mobility model Random Way Point 
 
a 
 
b 
 
Fig.2. (a) Throughput in Mb/s without reaction scheme; (b) Throughput in Mb/s with reaction scheme 
 
4. The proposed reaction scheme with a polynomial regression 
The objective of the polynomial regression14 is to adjust a series of experimental points, in order to describe these 
points though an empirical equation easy to exploit. 
We consider a set of N experimental points (xi,yi)i=1..N 
We are looking to adjust this set by a polynomial R of n degree, and coefficients a0, a1, …, an (where N>n). 
We note: 
 
ܴሺݔ݅ሻ ൌ σ ܽ݌ݔ݅݌݌݊ൌͲ                                                                                                                                                       (1) 
 
The goal is to minimize the difference between the values of R in xi points and the experimental values yi. 
In this way we are going to utilize the method of least squares, which consist of minimizing the sum of square of 
differences between experimental values and those calculated by the polynomial. 
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Therefore we minimize the quantity: 
 
ܧ ൌ σ ሺݕ݅ െ ܴሺݔ݅ሻሻʹ ൌܰ݅ൌͳ σ ൣݕ݅ െ σ ܽ݌ݔ݅݌݌݊ൌͲ ൧
ʹܰ݅ൌͳ                                                                                                      (2) 
 
This quantity is a function of a0, a1, …, an variables. In order to minimize E, we must find for every ap, the value 
which cancels the partial derivative of E with respect to ap. 
That is to say, for every q=0..n: 
 
߲ܧ
߲ܽݍ ൌ Ͳ                                                                                                                                                                         (3) 
 
߲ܧ
߲ܽݍ ൌ ʹσ ൛െൣݕ݅ െ σ ܽ݌ݔ݅
݌
݌݊ൌͲ ൧ ൈ ݔ݅ݍൟ ൌ Ͳܰ݅ൌͳ                                                                                                              (4) 
 
σ ൛ൣݕ݅ െ σ ܽ݌ݔ݅݌݌݊ൌͲ ൧ ൈ ݔ݅ݍൟ ൌ Ͳܰ݅ൌͳ                                                                                                                                (5) 
 
σ ݕ݅ݔ݅ݍ ൌ σ ൫σ ܽ݌݌݊ൌͲ ݔ݅݌൅ݍ൯ܰ݅ൌͳܰ݅ൌͳ                                                                                                                                 (6) 
 
σ ݕ݅ݔ݅ݍ ൌ σ ൫ܽ݌ σ ൫ݔ݅݌൅ݍ൯ܰ݅ൌͳ ൯݌݊ൌͲܰ݅ൌͳ                                                                                                                              (7) 
 
The last equation can be seen as a Cramer system of n+1 equation with n+1 unknowns, which can be written as 
follow: 
 
B=MA                                                                                                                                                                           (8) 
 
Where A is the unknown 
 
 A= (a0 a1 … an)                                                                                                                                                            (9) 
 
Where: 
 
 Aq=aq                                                                                                                                                                         (10) 
 
 ܤ ൌ
ۉ
ۇ
σ ݕ݅ݔͲ݅ܰ݅ൌͳ
σ ݕ݅ݔͳ݅ܰ݅ൌͳ
ǥ
σ ݕ݅ݔ݅݊ܰ݅ൌͳ ی
ۊ                                                                                                                                                     (11)  
  
Where: 
 
 ܤݍ ൌ σ ݕ݅ݔ݅ݍܰ݅ൌͳ                                                                                                                                                           (12) 
 
ܯ ൌ
ۉ
ۈ
ۇ
σ ݔ Ͳ݅ܰ݅ൌͳ σ ݔͳ݅ܰ݅ൌͳ σ ݔ݅ʹܰ݅ൌͳ ǥ σ ݔ݅݊ܰ݅ൌͳ
σ ݔͳ݅ܰ݅ൌͳ σ ݔ݅ʹܰ݅ൌͳ σ ݔ݅͵ܰ݅ൌͳ ǥ σ ݔ݅݊ ൅ͳܰ݅ൌͳ
σ ݔ݅ʹܰ݅ൌͳ σ ݔ݅͵ܰ݅ൌͳ σ ݔ Ͷ݅ܰ݅ൌͳ ǥ σ ݔ݅݊ ൅ʹܰ݅ൌͳǥ ǥ ǥ ǥ ǥ
σ ݔ݅݊ܰ݅ൌͳ σ ݔ݅݊ ൅ͳܰ݅ൌͳ σ ݔ݅݊ ൅ʹܰ݅ൌͳ ǥ σ ݔ݅ʹ ݊ܰ݅ൌͳ ی
ۋ
ۊ
                                                                                     (13) 
 
Where: 
 
 ܯ݌ݍ ൌ ܯݍ݌ ൌ σ ݔ݅݌൅ݍܰ݅ൌͳ                                                                                                                                            (14) 
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We can conclude the solution of our system, that is: 
 
A=M-1B                                                                                                                                                                      (15) 
 
Now, we try to the implementation of the polynomial regression to the throughput according to the contention 
window. In this perspective, we can take empirical results presented in the table 211. 
 
Table 2 Throughput in Mb/s according to the contention window 
Contention Window Throughput in Mb/s  Contention Window Throughput in Mb/s 
1 1.688032  17 0.809472 
2 1.679600  18 0.777920 
3 1.656752  19 0.726512 
4 1.599088  20 0.704208 
5 1.481584  21 0.675648 
6 1.441872  22 0.661504 
7 1.385024  23 0.623424 
8 1.271872  24 0.620976 
9 1.192992  25 0.568752 
10 1.116832  26 0.587520 
11 1.039584  27 0.564944 
12 0.985184  28 0.548352 
13 0.943840  29 0.502928 
14 0.910384  30 0.500208 
15 0.886720  31 0.500752 
16 0.841568  32 0.449888 
 
The computation of parameters a0, a1, and a2 gives the following results: 
 
a0=1.84912 
a1=-0.08302 
a2=0.00128 
 
Therefore, the throughput can be written in terms of the contention window in this way: 
 
ݕ ൌ ͲǤͲͲͳʹͺݔʹ െ ͲǤͲͺ͵Ͳʹݔ ൅ ͳǤͺͶͻͳʹ                                                                                                                  (16) 
 
Where y is the throughput and x is the contention window. 
The figure 3 depicts the empirical curve of the throughput according to the contention window in blue color, and the 
mathematical curve resulting by the polynomial regression in red color. We can clearly see that the two curves are 
tight. 
 
Fig.3. Polynomial regression of the throughput according to the contention window  
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For the proper functioning of our reaction scheme, we need to write the inverse of the function, i.e. to represent the 
contention window according to the throughput. This leads to the resolution of a second degree function.  
We have:  
 
ݕ ൌ ͲǤͲͲͳʹͺݔʹ െ ͲǤͲͺ͵Ͳʹݔ ൅ ͳǤͺͶͻͳʹ                                                                                                                  (17) 
 
ͲǤͲͲͳʹͺݔʹ െ ͲǤͲͺ͵Ͳʹݔ ൅ ͳǤͺͶͻͳʹ െ ݕ ൌ Ͳ                                                                                                           (18) 
 
The determinant οof the function (18) is:  
 
οൌ ሺെͲǤͲͺ͵Ͳʹሻʹ െ Ͷ ൈ ͲǤͲͲͳʹͺ ൈ ሺͳǤͺͶͻͳʹ െ ݕሻ ൌ ͲǤͲͲͷͳʹݕ െ ͲǤͲͲʹͷ͹                                                        (19) 
 
ο൐ Ͳ Implies that ݕ ൐ ͲǤͷ  (it is true that by the greedy node in our case has always a throughput greater than 0.5) 
We put: 
 
a=0.00128                                                                                                                                                                  (20) 
 
b=-0.08302                                                                                                                                                                 (21) 
 
The two solutions of the equation are x1 and x2: 
 
ݔͳ ൌ െܾ൅ξοʹܽ ൌ
ͲǤͲͺ͵Ͳʹ൅ඥͲǤͲͲͷͳʹݕെͲǤͲͲʹͷ͹
ʹൈͲǤͲͲͳʹͺ ൌ
ͲǤͲͺ͵Ͳʹ൅ඥͲǤͲͲͷͳʹ ݕെͲǤͲͲʹͷ͹
ͲǤͲͲʹͷ͸                                                                          (22) 
 
ݔʹ ൌ െܾെξοʹܽ ൌ
ͲǤͲͺ͵ͲʹെඥͲǤͲͲͷͳʹݕെͲǤͲͲʹͷ͹
ʹൈͲǤͲͲͳʹͺ ൌ
ͲǤͲͺ͵ͲʹെඥͲǤͲͲͷͳʹ ݕെͲǤͲͲʹͷ͹
ͲǤͲͲʹͷ͸                                                                          (23) 
 
Note that x1 is always greater than 32; therefore we should adopt the second value x2. 
 
ݔ ൌ ͲǤͲͺ͵ͲʹെඥͲǤͲͲͷͳʹݕെͲǤͲͲʹͷ͹ͲǤͲͲʹͷ͸                                                                                                                                       (24) 
 
ܥܹ ൌ ہݔۂ ൌ ඌͲǤͲͺ͵ͲʹെඥͲǤͲͲͷͳʹݕെͲǤͲͲʹͷ͹ͲǤͲͲʹͷ͸ ඐ                                                                                                                    (25) 
 
CW is the floor of x 
Thereof, the contention window can be written as a function of the throughput: 
 
ܥܹ ൌ ඌͲǤͲͺ͵ͲʹെඥͲǤͲͲͷͳʹܶ݃െͲǤͲͲʹͷ͹ͲǤͲͲʹͷ͸ ඐ                                                                                                                             (26) 
 
Our hybrid reaction scheme is summarized in the flowchart of the figure 1 (b). In which, the honest node always 
compares its throughput Th with that of the greedy node Tg, if it exceeds it, it continues the transmission without 
reaction, otherwise it decreased the minimum and maximum of its contention window (CWmin and CWmax) of 
values related to the CW and then continues to executing the same algorithm presented in the third section. We can 
also assimilate our reaction to a cooperative, simultaneous and iterative game played by all honest nodes in which 
the game achieves its equilibrium in exceeding the greedy throughput. 
The goal of the introducing of the empirical results is to reduce the reaction delay, for example, in the same 
simulation scenario depicted in the third section we have: 
The greedy throughput has a value of ܶ݃ ൌ ͲǤͺͶʹ͵ͺͶ 
Thus: 
ܥܹ ൌ ඌͲǤͲͺ͵ͲʹെඥͲǤͲͲͷͳʹܶ݃െͲǤͲͲʹͷ͹ͲǤͲͲʹͷ͸ ඐ ൌ ͳ͸                                                                                                                   (27) 
So, instead of starting the decrement of the contention window of 32, it starts from 16. 
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5. Conclusion 
   The reaction against greedy attacks becomes an unavoidable necessity for the proper functioning of a mobile ad 
hoc network. Our proposed scheme in this paper is based on a small and easy handling of the contention window 
parameters. In other words, we suggested short modifications to the IEEE 802.11 protocol in order to reduce the 
effect of greedy nodes but in the other hand, we ensured the fairness of the IEEE 802.11 standard. Simulation results 
have showed that our novel scheme is effective and relevant to bypass the MAC layer misbehavior. We plan to 
develop other reaction methods for this type of attackers and to test them in an IEEE 802.11p environment which is 
related to vehicular ad hoc networks. Also, we can report that our present work was carried out on a simulation 
platform. Therefore, we must attempt to an implementation in realistic environment in our future works. 
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